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Software is everywhere in Society

https://freeicons.io/
 https://portswigger.net/daily-swig/cyber-attacks

Why do we care?



• A common entry point for attacks is software vulnerabilities.

• Finding and fixing vulnerabilities before attackers find them. 

https://freeicons.io/

Software Security



./buggy pass
Access Granted→Root access…

Motivating example: buffer overflow



./buggy pass
Access Granted→Root access…

./buggy abcd
Access Denied!

Motivating example: buffer overflow



./buggy pass
Access Granted→Root access…

./buggy abcd
Access Denied!

./buggy abcdefghijk
Access Granted→Root access…

Motivating example: buffer overflow



Background: Control Flow Graph (CFG)
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An execution path is a possible flow of control of a program.
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An execution path is a possible flow of control of a program.
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Test case = test input + test oracle

Software Testing



ProgramTest Case

Crashes

Security Vulnerabilities

Bugs

Stack Overflow
Heap Overflow
Use After Free
…….
…….

Symbolic Execution

Automated Software Testing

x> y

a = x a = y

x+y > 10

Path-1  =  (x>y)  ⋀  (x+y> 10)
Path-2 = ᆨ (x>y)  ⋀   (x+y> 10)



ProgramTest Case

Crashes

Software Bugs 

Security Vulnerabilities

Bugs

Stack Overflow
Heap Overflow
Use After Free
…….
…….

Symbolic Execution

Fuzzing

Automated Software Testing
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Working process of fuzzing test

Fuzzing



● Challenges
● Shallow coverage
● Hard to find “deep” bugs

● Root cause 
● Fuzzer-generated inputs 

cannot bypass complex sanity 
checks in the target program

Challenges for Fuzzers



Random Input Generation Test cases

Monitor

Program

Blackbox Fuzzing



Guided Random Input Generation Test cases

Monitor

Program

Feedback

Greybox Fuzzing



Systematic test Input Generation Test cases

int main(){
int a;
int b;
……
return 0;
}

Program Analysis

Program

Program Analysis information

Whitebox Fuzzing



No Internals
Basic I/O only Some internals

E.g., coverage information
All internals

Ineffective Inefficient

BlackBox Greybox Whitebox

Efficient & Effective

Type of Fuzzers
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Crash found
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Greybox Fuzzing



American Fuzzy Lop plus plus (AFL++)
https://github.com/AFLplusplus/AFLplusplus

OSS-Fuzz - continuous fuzzing for open 
source software.

https://google.github.io/oss-fuzz

State of the art Fuzzers



Yan Shoshitaishvili

Getting into Computer Systems Security



Bug Bounty Program

Bonus



Thank you for your attention!


